
 
Getting your board on board 

Editor’s Note: We asked privacy pros to weigh in with their recommendations for getting board or executive-
level support for privacy efforts and building strong privacy programs. Here, Norine Primeau-Menzies, 
CIPP/C, Chris Pahl, CIPP/G, CIPP/US, and Michael Spadea, CIPP/US, share insights they’ve gained from their 
work. More experts in the privacy field will discuss obtaining and sustaining executive buy-in and other key 
issues during the preconference workshop Getting Results: 13 Proven Tips for Managing an Effective Privacy 
Program at the IAPP Privacy Academy in San Jose, CA, on October 10.  
 

Building a privacy-aware culture: Moving from theory to practice 

By Norine Primeau-Menzies, CIPP/C 

In the fall of 2011, OTN was the recipient of the IAPP HP Innovation Award in 

recognition of its efforts to embed a culture of privacy into the organization. The result 

of this effort was a significant decrease in privacy breaches to personal health 

information and of overall organizational risk.  

OTN is a not-for-profit organization funded by the Government of Ontario in Canada. As a Healthcare 

Information Network Provider, we use enabling technology to improve access to healthcare across the 

province.  

Leading an organization to successfully developing a “privacy awareness culture” can be daunting; 

however, as OTN demonstrated, if it’s approached using fundamental leadership principles and theory, it 

is achievable. Consider the task a journey, and take one step at a time. At OTN, we embarked on that 

journey, and it took five years from infancy to maturity—and we’re still not completely there yet; it’s a 

work in progress.  

The following sections illustrate OTN’s approach. They’re meant to act as guides to an overall process. 

Recognizing each organization is different, they may not all apply.  

Get buy-in from the top 

Building a “privacy-aware organization” requires commitment throughout the organization starting with 

the senior leadership and, ideally, the CEO. Where the privacy leader is positioned, and who he/she 

reports to, will define how to build an approach that gains support. Regardless of where the function sits, 

it is critically important to increase privacy visibility and support at the senior leader level. Work in the 

background and build relationships with key stakeholders in order to have support prior to presenting to 
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a larger group. Deliver regular reports and updates on initiatives in order to garner awareness and 

support. 

Generate a sense of urgency  

As with any change, there has to be a driving force or motivation behind the change to engage others to 

participate and join the initiative. It may be new privacy regulatory changes or rulings, a significant 

privacy breach—either internally or external to the organization, a serious complaint, a key project that 

requires privacy compliance or a key organizational risk that’s been identified. Whatever the driving 

force, leverage it and embed it into the change strategy.  

Embed privacy into corporate strategy and operating planning  

Privacy can and should be leveraged as a strategic asset. Companies that make privacy a pillar of their 

corporate mission and protect their customers’ personal information can market this to their advantage. 

To develop privacy in this light, it’s important to embed privacy initiatives and strategies into 

organizational planning. OTN identified privacy as a strategic pillar in its operating plan, and specific 

privacy projects and initiatives were funded as an outcome. Having staff participate in privacy projects—

such as automating processes and eliminating manual errors—resulted in raising awareness across the 

organization and subsequently decreased privacy disclosure incidents. 

Develop and report on privacy metrics 

One of the most successful initiatives to build a privacy culture at OTN was to develop privacy metrics 

and embed those metrics into the corporate scorecard and the board governance scorecard. Privacy 

metrics need to be relevant and tied to the organization's vision. Metrics can include anything from the 

number of privacy incidents/breaches, the number or percentage of privacy risks closed, the number of 

privacy impact assessments completed or the percentage of staff completing structured privacy 

awareness training. Whatever your organization decides, delivering organizational reports on a monthly 

basis is a sure way to gain visibility and highlight to the organization the valuable work the privacy team 

is doing. An organization does not necessarily have to fear metrics that demonstrate gaps which 

highlight work that needs to be done. When that happens, the gaps can be used to leverage the 

opportunities for improvement and foster an increased sense of urgency within the organization to 

improve in the immediate term.   

Staff training   

Staff training is the key component to building awareness and ensuring that all staff has the same 

fundamental information. Training must be mandatory in order to guarantee that responsibility and 

accountability for safeguarding of personal information is the shared responsibility of all staff. Training 

doesn’t need to be complex or boring; at OTN, we developed short scenario videos demonstrating a 

commonly observed privacy issue that featured actual staff.   We are also in the midst of rolling out 

“high-risk privacy training” for specific areas in the organization—clinical contact centre and service 

desk—that are at a higher risk of privacy incidents due to the nature of their work and the personal 

information/sensitive personal information they may be required to collect. 

Become a valued contributor in all projects  



Critical to our success at OTN was changing the outdated mindset that “privacy was a barrier to 

achieving successful projects and initiatives.” Previously, the privacy staffs functioned as auditors and 

were called in at the end of a project to complete a privacy impact assessment, at which point they often 

identified critical risks and design flaws, resulting in “rework” for the projects. Consequently, privacy risk 

management was seen as a barrier to success. By ensuring that privacy risk management was involved 

and part of the project team from the beginning—almost in an internal consultant role—OTN was able to 

embed effective privacy safeguards into the design of the solutions and gain a win-win scenario.  

As a result, OTN is recognized as a Privacy-by-Design Ambassador, and we have demonstrated that 

moving privacy upstream in the process results in great solutions. 

Inherent to being a valued contributor is the need to be willing to adapt to business and operational 

realities while staying true to privacy law. Real life and business are not just black and white but a million 

shades of gray—and so, when consulting on internal projects, the privacy team needs to ensure business 

goals are achieved while still developing solutions that are acceptable and manage all facets of risk, 

including privacy and security. When given the task, you will be amazed how innovative teams become, 

and in the end, organizations achieve better solutions. At OTN, the Technical Solutions and 

Development Teams now work with the Privacy Team rather than against it. 

Believe in staff…Make it non-disciplinary  

Integral to developing a privacy culture are openness and transparency that drives reporting. Reporting 

will not happen, however, unless a non-disciplinary philosophy is part of the overall approach. At OTN, 

senior management believes that our staff comes to work every day to do a good job. When a privacy 

incident or breach happens, it’s typically the result of a combination of events or maybe even human 

errors. Disciplining staff when they report an incident is counterproductive to driving overall reporting 

and ultimately mitigating the factors that resulted in the incident itself. Our goal at OTN is to encourage 

and expect self-reporting, including “near miss” situations, in order to learn from them and further 

improve the work we do. By analyzing the root cause of incidents and making improvements, we’ve been 

able to effectively decrease privacy breaches. 

Make it fun and be passionate about what you do 

Last but not least, make it fun! Privacy legislation, we can all admit, can be dry and rather boring, but the 

intersection of technology and managing personal information makes privacy risk management 

interesting, challenging and yes, even fun. If you are passionate about what you do, it becomes 

contagious, and others will become as engaged in the process as you are.  

 

Norine Primeau-Menzies, RN MHS, CIPP/C, is vice president of customer services and chief privacy officer 

at OTN, a not-for-profit organization funded by the Ministry of Health in the province of Ontario, Canada.  

OTN provides healthcare providers with a number of technology solutions including videoconferencing, 

store-forward technology, web conferencing and telehomecare monitoring. It is the largest 

videoconferencing network in the world, with over 800 members, 1,500 sites and 2,600 systems, serving over 

200,000 patients on the network in 2011-12 and growing at a rate of 40 percent annually. 
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Four essential aspects to winning executive support for your work 
 
By Michael Spadea, CIPP/US 
 
 
How do you influence your boss? How do you get your boss to recognize your work 
among competitive peers? As Jay A. Conger once wrote in his oft-cited Harvard 
Business Review article “The Necessary Art of Persuasion,” there are four essential 
aspects to achieving these goals: 
 

1. Establish credibility. 
2. Frame goals to have common ground with those you wish to persuade.  
3. Tell a great story, and have compelling evidence. 
4. Connect emotionally. 

 
Credibility 
 
Building credibility begins the first day you start in the privacy field. Degrees and certifications are 
important, but there is no substitute for prior experience and success; senior managers are looking for 
employees who can pick up the ball and move it past the goal line. You pick up the ball every time you 
accept a task—and you move it across the goal line when you meet or exceed your bosses’ expectations. 
 
A boss is anyone who can influence whether you are able to successfully get your job done. They are also 
the people who can put you in front of executives. Regardless, you need their support.  
 
To gain credibility in your organization, you need to know privacy better than anyone else in the 
organization and have a deep understanding of privacy in the context of your organization and industry. 
Every time you provide advice, it must evidence your complete understanding of these two points. 
Actively listening to the needs of your organization is critical. 
 
If you aren’t sure what your credibility level is, ask your boss for an honest appraisal. Speak to colleagues 
you can trust for their discretion and honesty.  
 
If feedback is less than stellar, take action. Educate yourself by cracking the books every night and 
obtaining relevant certifications. Stay on top of current affairs and new technological developments. 
Obtain a mentor and collaborate with colleagues on industry initiatives.  
 
If your team lacks credibility, consider making personnel changes and bringing in superstars. If an 
initiative lacks credibility, try running a pilot and building evidence to support your contention that there 
is a problem and that your solution is the best.  
 
A privacy manager I know briefly lost credibility when he failed to submit a privacy initiative presentation 
on time. He regained his credibility after successfully managing a major privacy/security threat three 
months later, one that caught his entire industry by surprise. The manager spent six weeks in a foreign 
country, immersing himself in local privacy law, up to his neck in policies and operations. After a brutal 
but ultimately successful three-hour presentation to the board audit committee, his original privacy 
initiative moved from the director to the COO within a month. The manager was offered a seat on the 
organization’s strategy steering committee the following day. 
 
Common ground, common goals 
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It’s important to understand what your executive’s goals are and to recast your goals in the same light. Is 
your executive focused on cost-cutting or revenue growth? The distinction is critical—consider both the 
short- and long-term consequences of this oversight. By pushing a cost-saving data accuracy initiative in 
a growth-focused environment, you are effectively showing that you do not understand the 
organization’s objectives. The initiative will not be funded, and the misdirected effort may result in your 
budget being diverted to a different department that is focused on bringing in new business. It may be 
difficult to recover this budget in the following year.  
 
Know what your various bosses’ priorities are. Listen to how they describe their interactions with the 
CEO, the COO and the board. Follow up your successful deliverables with coffee meetings to understand 
the culture and goals of your organization and executives. In each meeting, build support for your 
initiative as you begin to develop it. Incorporating the feedback and being prepared for hard questions 
will strengthen your initiative and your presentation. If you have support of your colleagues in business, 
legal, IT, etc., executives will be hard-pressed to say “no.” 
 
In dealing with executives, the late, famed management consultant Peter Drucker advocated the 
following: 
 

 Test your position many, many times. 

 Know your weaknesses and the alternative positions. 

 Know what your executive wants to know. 

 Identify the shared benefits. 

 Know what the executive expects to see and hear. 

 Make sure your initiative meets the executive’s needs. 

 Do not assume the executive understands what you are saying. 

 Prepare carefully. 

 Be prepared to adjust your position. 

 Know the investment of time and money required. 
 
Consider this example: Competing departments at one firm were pitching their CEO and board on 
different versions of a privacy program in response to regulator criticism over the organization’s 
inadequate existing privacy program. To this CEO, a successfully revised program meant not only 
repairing the brand damage but also recasting the brand as an industry model. While many of his 
directors offered excellent remediation plans, only one director offered a plan that burnished the 
company’s brand at every step. She knew what the CEO wanted because of her extensive internal 
networking and active listening. The CEO supported her plan, and the board adopted and funded it.  
 
Tell a great story; have compelling evidence 
 
Drucker captured this perfectly: Information is encoded. You must decode it for the recipient.  
 
Here are a couple of real-life examples of great stories and compelling evidence. 
 
A product manager for a mobile phone messaging application was visiting a neighbor for dinner, during 
which the neighbor’s 16-year-old daughter complained about the recent removal of a feature that 
disabled “read receipt” requests from senders. Now she couldn’t prevent senders from knowing exactly 
when she’d opened their messages, and she felt pressured to respond promptly. Failure to do so often 
resulted in a flurry of follow-up messages, some of them not very polite. She also did not have time to 
consult with her friends on an appropriate response—a particularly perilous situation for a 16-year-old 
negotiating gender politics through text messaging. After consulting his own teenage daughter, who 
vehemently agreed with the neighbor, the product manager investigated further and found that there 
indeed had been many similar complaints. Armed with a compelling story that humanized the problem—



and knowing that the executive had two teen daughters—the manager successfully argued for 
reinstatement of the feature.  
 
In another notable example, several years ago, a regulator opened an investigation into one company’s 
division because a document containing sensitive information had been sent to the wrong person. 
Regulators don’t usually open investigations over one document going astray, but another division in the 
organization had sent 10,000 documents containing sensitive information to the wrong addressees the 
month before. Aware of the negative publicity that could potentially engulf the division, its president 
scheduled a strategy meeting the next morning, led by the division’s head of privacy. As it happened, six 
months before the incident, the privacy head had begun collecting and collating a series of metrics 
designed to measure all documents sent to the wrong addresses. Issues were identified and resolved. At 
the meeting, he displayed a pie chart illustrating the division’s performance, its error rate represented by 
a thin black line in an otherwise uninterrupted sea of green. He pointed to the line. “We have an error rate 
of .000017 percent,” he said, not without a hint of pride. The meeting ended quickly, as did the regulatory 
investigation. 
 
Tell a meaningful story, have compelling evidence and display it in a vivid, graphic and easily 
understandable format.  
 
Evidence of the following is often compelling: 

 Incidents within your organization; 

 Incidents within your industry; 

 Analogous incidents within other organizations; e.g., what’s the equivalent of a BP oil spill 
within your organization; 

 Enforcement actions mapped to identified risks within your organization; 

 Incidents or risks that would prevent achievement of your executives’ goals; 

 Cost and revenue; 

 Competitive advantage, and 

 Brand damage or enhancement. 
 
Connect emotionally 
 
I watched Steve Ballmer work the crowd at a Microsoft company meeting a few years ago. When he was 
done, I was pumped! While it’s very possible Ballmer is the only CEO in America who can get away with 
jumping three feet into the air and backslapping executives hard enough to leave bruising, executives do 
like passion—a lot. It’s hard to excel; if it were easy, everyone would do it. But passion can carry you 
through those 2 a.m. nights reviewing ISO 27001 evidence to make sure your business is ready to soar 
through its third-party audit and certification. Passion, enthusiasm, a love for your work and a desire to 
succeed are recognized by executives as motivators to deliver a timely and superior work product. 
 
Channel that passion into your executive presentations. Ideally, you want to find a common passion. The 
mobile application product manager had it right when he told the story about the teenage girl to an 
executive who had two teen daughters at home. 
 
Above all, know when to adjust to the emotional mood of your audience. There are few hard and fast 
rules in this regard, but nobody knows your organization as well as you do, and tailoring the tone of your 
interactions can ultimately be the difference between delivering a successful presentation and falling flat.   
 
 
Michael Spadea, CIPP/US, is co-chair of Promontory's U.S. privacy practice. He advises clients on a wide 
range of regulatory and compliance issues related to privacy and information governance, including 
development and implementation of global privacy programs, management of vendors and integration of 
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privacy into emerging technology and business models. He has deep international and incident-management 
experience.  

Tips for gaining buy-in for your privacy program  

By Chris Pahl, CIPP/US, CIPP/G 

Editor’s Note: Chris Pahl, CIPP/US, CIPP/G, works at Southern California Edison, but his 

comments here do not necessarily represent the company.  

 Ensure that the appropriate senior leader for the function is in place. This also 

includes aligning where that function will sit in the company. If the function will 

support the entire company, then burying it within a department shows to senior executives 

that the function is not that important. Moving the function to part of the organization with 

enough "clout"; e.g., ethics and compliance, will help get the attention which it deserves.  

 

 Ensure that the senior leader is passionate and understands why the program exists. While the 

program may exist for "regulatory purposes," it is important for the senior leader to personalize 

the "why" to senior executives and those below them. It is very beneficial when the "why" 

examples are based from the company's perspective. For example, providing examples from 

within and outside the industry is helpful, but "a-ha" moments are generated when specific 

examples from the company is discussed. Many examples may be available by consulting the 

division that conducts employee investigations.  

 

 Gain buy-in through providing a high-level overview of how the program will work, including 

leveraging existing resources. With companies continuing to focus on budget costs, buy-in could 

be gained by leveraging existing qualified staff to lead the program. In many cases, existing 

lawyers, compliance officers or records managers may have the foundational expertise to 

implement the program.  

 

 Start small, and periodically report to the board about progress, risks and solutions. Regular 

updates as short as a few minutes keep the board engaged.  

 

 While key program documents are under development; e.g., charter and policy, have the senior 

leader in charge of the privacy function start meeting with key stakeholders to explain the 

program and how it will support that department's work. Stakeholders generally do not 

welcome more oversight, rather a partnership. Again, messaging should be crisp and discuss 

identified gaps.  

 

 Develop tools and resources, and promote them. Once stakeholder meetings have concluded, 

take the feedback and help identify tools and resources and promote them. The key to ongoing 

support is to show value through collaboration.  

 

 Invite the stakeholders to be part of the decision-making process. Generally, this can be done 

through including privacy as part of an existing committee; e.g., IT, which garners more support 

and synergy. We are seeing the synergy between cybersecurity and privacy with the proposed 

http://www.sce.com/info/smartconnect/default.htm


amendments to the Cybersecurity Act. 

 

Chris Pahl, CIPP/US, CIPP/G, is the privacy compliance area leader for Southern California Edison (SCE) 

and a member of the IAPP Publications Advisory Board. At SCE, he is responsible for overall compliance for 

the protection of personally identifiable information. Under the direction of the ethics and compliance officer, 

Pahl established the privacy program’s framework, which includes corporate policies and procedures, a 

program manual, regulatory compliance catalog and training. 
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